Podpisni shemi DSA in ECDSA po standardih
FIPS 186-4 DSS in ANS X9.62-2005

POVZETEK

V tem diplomskem delu obravnavamo podpisno shemo DSA, kakrina je definirana
v standardu FIPS 186-4 DSS, ter podpisno shemo ECDSA, kakrsna je definirana v
standardih FIPS 186-4 DSS in ANS X9.62-2005.

Na zaCetku razlozimo matemati¢no ozadje, ki je potrebno za razumevanje teh dveh
podpisnih shem. Posebej pokaZzemo splosno razvejitveno lemo, kakrsno sta pred-
stavila Bellare in Neven. Na kratko predstavimo Se kriptografske zgoscevalne funk-
cije. V Cetrtem poglavju nato na sploSno predstavimo digitalne podpise in podpisne
sheme. Podpisne sheme tudi formalno definiramo, jih razvrstimo ter opisemo vrste
napadov na njih.

V petem In Sestem poglavju podrobneje predstavimo podpisni shemi DSA in
ECDSA. Vsako podpisno shemo definiramo, predstavimo nekatere najpomembnejse
algoritme za ustvarjanje domenskih parametrov, javnega in zasebnega kljuca, skriv-
nega Stevila ter za podpisovanje in preverjanje podpisov. Navedemo rezultate, pove-
zane z dokazljivo varnostjo, dokazemo pravilnost in opiSemo nekatere znane napade.

Pri podpisni shemi DSA z uporabo splosne razvejitvene leme pokaZzemo $e varnost
pred napadom s kljuc¢em v Brickellovern modelu.

Signature schemes DSA and ECDSA according to the standards
FIPS 186-4 DSS in ANS X9.62-2005

ABSTRACT

In the current thesis, we deal with the signature scheme DSA, as defined in the
standard FIPS 186-4 DSS, as well as the signature scheme ECDSA, as defined in
the standards FIPS 186-4 DSS in ANS X9.62-2005.

In the beginning, we explain the mathematical background necessary to understand
the two signature schemes. In particular, we prove general forking lemma as pre-
sented by Bellare and Neven. We then provide a brief outline of cryptographic hash
functions. In the fourth chapter, we provide a general presentation of digital signa-
tures and signature schemes formally defining signature schemes, classifying them
and providing a description of attack types against such.

In the fifth and the sixth chapter, we present signature schemes DSA and ECDSA
n detail. Bach signature scheme is defined. We present some of the most important
algorithms for generating domain parameters, public/private keys, secret numbers,
and for signing/verifying signatures. We present the results relating to provable
securlty, prove the correctness and describe some of the known attacks. In addition,

we use general forking lemma and the Brickell model to prove the security of the
signature scheme DSA against key-only attack.
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